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Phil Cracknell
Former Cabinet Office Cyber Security Lead, Cyber 
Breach Advisor & CISO

ά5ƛƎƛǘŀƭ ǘŜŀƳǎ ŀǊŜ ǇǊŜǎǎǳǊŜŘ ǘƻ ŘŜƭƛǾŜǊ ƻƴ ŎƻƳƳŜǊŎƛŀƭ ǇǊƛƻǊƛǘƛŜǎΦ  9ƛǘƘŜǊΣ ƘŀǾƛƴƎ 
consulted infosec decision makers, project sponsors believe pay by link to be a 
ƧǳǎǘƛŦƛŀōƭŜ ŎƻƳƳŜǊŎƛŀƭ ǊƛǎƪΣ ƻǊ ǘƘŜȅΩǊŜ Ƨǳǎǘ ǊǳƴƴƛƴƎ ƭŀǘŜ ǘŀƎƎƛƴƎ ǘƘŜƛǊ ƛƴŦƻǎŜŎ 
ǘŜŀƳ ƛƴǘƻ ǘƘŜ ŎƻƴǾŜǊǎŀǘƛƻƴΦέ 

ά¢ƘŜ ōƛƎƎŜǎǘ ōŀǘǘƭŜ /L{hǎ ŦƛƎƘǘ Řŀƛƭȅ ƛǎ ǘƘŜ ƻƴŜ ŦƻǊ ƘŜŀǊǘǎ ŀƴŘ ƳƛƴŘǎΣ ǊŜŎƻƎƴƛǎƛƴƎ 
that humans represent the biggest threat and the first line of defence for any 
ǎŜŎǳǊƛǘȅ ǇƻǎǘǳǊŜ ȅƻǳΩǊŜ ǘǊȅƛƴƎ ǘƻ ōǳƛƭŘΦ !ǿŀǊŜƴŜǎǎ ƛǎ ǘƘŜ ŎƻƳƳƻƴ ǎǳōƧŜŎǘ ǘƘŀǘ Ƙŀǎ 
ŀǇǇƭƛŜŘ ǘƻ ŜŀŎƘ ƻŦ Ƴȅ /L{hǎ ǊƻƭŜǎ ƛǊǊŜǎǇŜŎǘƛǾŜ ƻŦ ƛƴŘǳǎǘǊȅ ǎŜŎǘƻǊΦέ

tŜƻǇƭŜ ƘŀǾŜ ōŜŜƴ ŘǳōōŜŘ Ψ¢ƘŜ ²ŜŀƪŜǎǘ [ƛƴƪΩ ǿƘŜƴ ƛǘ ŎƻƳŜǎ ǘƻ ŜŦŦŜŎǘƛǾŜ ǎŜŎǳǊƛǘȅ 
ŀƴŘ ǿƛǘƘ ƎƻƻŘ ǊŜŀǎƻƴΦ ²ƘŜƴ ǇƘƛǎƘƛƴƎ ŦƛǊǎǘ ŀǇǇŜŀǊŜŘ ƛƴ мффр ǿŜ ǿŜǊŜƴΩǘ ǘƻ ƪƴƻǿ 
it would balloon into the most common attack vector on the Internet. Well, we 
ƪƴƻǿ ƴƻǿΦέ



Why is pay by link being adopted?
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Alex Martin
ComptiaSecurity+ Certified Infosec Advisor, 
CognisysGroup

άtǎȅŎƘƻƭƻƎȅ ƛǎ ŦǳƴŘŀƳŜƴǘŀƭƭȅ ǘƘŜ ōŀǎŜƭƛƴŜ ƻŦ ǘƘƛǎΣ ŀƴŘ 
ǿŜΩǾŜ ōŜŜƴ ǘǊȅƛƴƎ ǘƻ ŎƘŀƴƎŜ ǇŜƻǇƭŜΩǎ ǇǎȅŎƘƻƭƻƎȅ ƛƴǘƻ ƴƻǘ 
ŎƭƛŎƪƛƴƎ ǘƘŜ ƭƛƴƪΦ  !ǎ ǿŜΩǾŜ ōŜŜƴ ǘŀƪƛƴƎ ƘŜǊŜΣ ƛǘ ƳŀƪŜǎ ƳŜ 
think about the industry story concerning changing 
passwords every 30-daysτwhere now people are saying, 
Ψbƻ ŘƻƴΩǘ ŎƘŀƴƎŜ ȅƻǳǊ ǇŀǎǎǿƻǊŘΣ ƭŜŀǾŜ ƛǘ ǘƘŜ ǎŀƳŜΦΩ  
Maybe [with pay by link] this is a similar situation where 
ǾŜƴŘƻǊǎ ŀǊŜ ƴƻǿ ǎŀȅƛƴƎΣ Ψ!ŎǘǳŀƭƭȅΣ ŎƭƛŎƪ ƭƛƴƪǎΗΩ



Convenient, yesτbut as secure as possible
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Finbarr Joy
Financial Services, CTO and Non Executive Director, Answer 
Pay

άΧǿŜΩǊŜ ǎŜŜƛƴƎ ǇŀȅƳŜƴǘ ǇǊƻǾƛŘŜǊǎ ƘŀǇǇƛƭȅ ǳǎƛƴƎ ǘƘŜǎŜ ǇǊƻǘƻŎƻƭǎΦ 
Why would we make it so easy?... why are we not seeing more from 
ǘƘŜ ǊŜƎǳƭŀǘƻǊǎ ǎǘŜǇǇƛƴƎ ƛƴΚέ

άCƻǊ ȅŜŀǊǎΣ ǎŜŎǳǊƛǘȅ ǇǊƻŦŜǎǎƛƻƴŀƭǎ ƘŀǾŜ ōŀǘǘƭŜŘ ǿƛǘƘ ǘŜŎƘƴƻƭƻƎȅ 
evolution to protect their environment, only to be circumvented by 
the human element whose natural instinct is to click a link. After all, 
ǘƘŀǘΩǎ ǿƘŀǘ ¢ƛƳ .ŜǊƴŜǊǎ-Lee intended links to be used for! 



An explosion of PBL services
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Peter Cornforth
Commercial Director, Answer Pay

ά.ŜŎŀǳǎŜ ƻŦ ǘƘŜ ǇŀƴŘŜƳƛŎ ǘƘŜǊŜ ƛǎ ŀ ƎǊŜŀǘŜǊ ƴŜŜŘ 
for remote payments, and so you are seeing more 
ǇǊƻǾƛŘŜǊǎ ŜƴǘŜǊ ǘƘŜ ƳŀǊƪŜǘ ǎǇŀŎŜ ōŜŎŀǳǎŜ ǘƘŜǊŜΩǎ 
ƎǊŜŀǘŜǊ ŘŜƳŀƴŘΦέ 



Hackers are quick to adapt
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KATIA GONZALEZ

Head of Fraud and Security at BICS, Chair i3Forum 
Fraud Fight Group

"Fraud is a global problem that requires global collaboration to 
address. We need to do more to stop the scammers at source. 
This means greater collaboration across the entire 
communications ecosystem. Telecoms firms, governments and 
regulators need to work together, with better coordination 
between countries, and an open, proactive approach to sharing 
ǊŜǎƻǳǊŎŜǎ ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǘƘŜ ƭŀǘŜǎǘ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎΦέ



The size and shape of the problem
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Peter Cornforth

Commercial Director, Answer Pay

ά¢ƘŜ ǊŜŎƛǇƛŜƴǘ ōŀƴƪ ǘƘŀǘΩǎ ǘŀƪƛƴƎ ǘƘŜ ƳƻƴŜȅ ƛƴ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀƴȅ 
ƭƛŀōƛƭƛǘȅ ŦƻǊ ŀƴȅ ŦǊŀǳŘ ǘƘŀǘ ǘŀƪŜǎ ǇƭŀŎŜΦέ

ά¢ƘŜǊŜ ƛǎ ǊŜƎǳƭŀǘƛƻƴ ƛƴ ǘƘŜ ǇŀȅƳŜƴǘ ǇǊƻŎŜǎǎƛƴƎ ƛǘǎŜƭŦΧ ǿƘŀǘ ƛǎƴΩǘ 
regulated today and is very difficult to regulate is that delivery 
ƳŜŎƘŀƴƛǎƳ ŀƴŘ ǘƘƛǎ ƛǎ ǿƘŜǊŜ ǘƘŜ ǇǊƻōƭŜƳ ƛǎΧ ōŜŎŀǳǎŜ ƛǘ ƛƴǾƻƭǾŜǎ 
ŘƛŦŦŜǊŜƴǘ ƛƴŘǳǎǘǊȅ ǎŜŎǘƻǊǎ ŀƴŘ ŘƛŦŦŜǊŜƴǘ ǇŜƻǇƭŜΦέ

άbƻǊƳŀƭƛǎƛƴƎ ŎƭƛŎƪƛƴƎ ƻƴ ǇŀȅƳŜƴǘ ƭƛƴƪǎ ŀǎ ŀ ōŜƘŀǾƛƻǳǊ ƻǇŜƴǎ ǘƘŀǘ 
fraud vector for fraudsters to overwrite and create fake websites 
ŀƴŘ ŦŀƪŜ ǇŀȅƳŜƴǘ ǎŜǊǾƛŎŜǎΦέ 



Mass adoption could make pay by link an opportunity 
for fraudsters
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Stephen Khan

Chair, Club CISO; RISCS board member; previously Head 
of Technology and Cyber Security Risk, Group Resilience 
Risk, HSBC

άLŦ ȅƻǳ ƭƻƻƪ ŀǘ ǘƘŜ ƭŀǊƎŜ ǘŜŎƘƴƻƭƻƎȅ ǘŜŀƳǎΣ ǘƘŜȅ ƘŀǾŜ 
psychology teams, though I suspect large cyber criminal 
ƎŀƴƎǎ ŀƭǎƻ ƘŀǾŜ ǇǎȅŎƘƻƭƻƎȅ ǘŜŀƳǎΦέ 

ώ²Ƙȅ ƛǎ ƛǘ ƘŀǇǇŜƴƛƴƎΚϐ  ά! ǎƳŀƭƭ ŜƴǘŜǊǇǊƛǎŜ ƛǎ ƳƻǊŜ ŀōƻǳǘ 
generating revenue as opposed to looking at security and 
Ƴŀȅ ƴƻǘ ƘŀǾŜ ŜȄǇŜǊǘǎ ƻƴ ǘƘŜ Ŏŀƭƭ ǘƻ ƘŜƭǇ ǘƘŜƳΦέ 



Phishing is always successful
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ά²ƘŜƴ ȅƻǳ ƛƴǾƛǘŜŘ ƳŜ ǘƻ ŀǘǘŜƴŘ ǘƘƛǎ ǇŀƴŜƭΣ L ŘƛŘ ǎƻƳŜ 
Googling and looked at the whole Pay by Link surface. 
There was nothing I could find that reflected any form of 
threat and risk analysis, any form of concern about the 
ŎƻƴǎǳƳŜǊΦέ

Peter Wood
Partner and Lead Consultant at Naturally Cyber 
LLP  



Are technical controls surrounding pay by link good enough to 
make it safe?
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ά{ƻŎƛŀƭ ŜƴƎƛƴŜŜǊƛƴƎ ƛǎ ŀƭǿŀȅǎ ǘƘŜ ǎǇŜŀǊƘŜŀŘΣ ǘƘŜ ƪƴƛŦŜ ǘƘŀǘ 
opens the wound for the target organisation, and of all the 
social engineering techniques, email and email phishing have 
ŀƭǿŀȅǎ ōŜŜƴ ǘƘŜ Ƴƻǎǘ ǇƻǇǳƭŀǊΧέ

άL ǘƘƛƴƪ ǿŜ ƴŜŜŘ ǘƻ ƳŀƪŜ ƳƻǊŜ ƴƻƛǎŜΦ LŦ ǘƘŜ ǊŜƎǳƭŀǘƻǊǎ ŀǊŜƴΩǘ 
ŘƻƛƴƎ ǿƘŀǘ ǿŜ ǿƛǎƘ ǘƘŜƳ ǘƻ ŘƻΣ L ŘƻƴΩǘ ǎŜŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ 
security community or the cyber security community on its own 
ƘŀǾƛƴƎ ŜƴƻǳƎƘ ƛƴŦƭǳŜƴŎŜ ǘƻ ŎƘŀƴƎŜ ǘƘŜƳΧ ƛǘ ƛǎ ƛƴ ǘƘŜ ŜƴŘ ŀ 
ŎƻƴǎǳƳŜǊ ǇǊƻǘŜŎǘƛƻƴ ƛǎǎǳŜΦέ 

Peter Wood
Partner and Lead Consultant at Naturally Cyber 
LLP  



/ƻƴŦǳǎƛƴƎ ǘƘŜ ΨŘƻƴΩǘ ŎƭƛŎƪΩ ƳŜǎǎŀƎŜ Ǌƛǎƪǎ ǳƴǇƛŎƪƛƴƎ ǘƘŜ ǿƻǊƪ ƻǳǊ 
industry has already done
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άL ǘƘƛƴƪ ǘƘŜ ƻƴǳǎ ƳƛƎƘǘ ōŜ ƳƻǊŜ ŀ ŎŀǎŜ ƻŦΣ ƛǎ ǘƘŜǊŜ ǎƻƳŜ ǿŀȅ ƻŦΣ 
without breaking the security of the confidentiality of the 
information in that link, encompassing something from the end-
users perspective that allows them to validate that the sender or 
ǘƘŜ ¦w[ ŘŜǎǘƛƴŀǘƛƻƴ ƛǎ ƭŜƎƛǘƛƳŀǘŜΧέ

άΦΦΦǘƘŜǊŜ Ƙŀǎ ǘƻ ōŜ ŀ ǘƘƛǊŘ ŎƘŜŎƪΧ ¢ƘŜǊŜ ƛǎ ǘŜŎƘƴƻƭƻƎȅ ǳǘƛƭƛǎŜŘ ƛƴ ǘƘŜ 
corporate world that breaks the link sent from an external 
perspective and then forwards it on to you, so that when you click it 
ƎƻŜǎ ǘƻ ǘƘŜ ǎƛǘŜ ǘƘŀǘ ƛǎ ƭŜƎƛǘƛƳŀǘŜΦέ

Alex Martin

ComptiaSecurity+ Certified Infosec Advisor, 
CognisysGroup


