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Introduction¢ To click or not to click?

Phil Cracknell

Former Cabinet Office Cyber Security Lead, Cyber
Breach Advisor & CISO
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it would balloon into the most common attack vector on the Internet. Well, we
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Why Is pay by link being adopted?

Alex Martin
ComptiaSecurity+ Certified Infosec Advisor,
Cognisy$sroup
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think about the industry story concerning changing
passwords every 30ays where now people are saying,
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Maybe [with pay by link] this is a similar situation where
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Convenient, yes but as secure as possible

Finbarr Joy |
Financial Services, CTO and Non Executive Director, Answer |

Pay

GX6SONB 48SAy3 LI eaYSyd LINPOARSNE i KS
Why would we make it so easy?... why are we not seeing more from sl
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evolution to protect their environment, only to be circumvented by
the human element whose natural instinct is to click a link. After all,
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An explosion of PBL services

Peter Cornforth
Commercial Director, Answer Pay
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for remote payments, and so you are seeing more

LINE A RSNE SYuUSNI G§KS YI NJ Si
ANSF G§SNI RSYl yR®E

Q¢

Peter Cornforth

answerpay.uk |6



Hackers are quick to adapt

KATIA GONZALEZ

Head of Fraud and Security at BICS, Chair i3Forum
Fraud Fight Group

"Fraud is a global problem that requires global collaboration to
address. We need to do more to stop the scammers at source.
This means greater collaboration across the entire
communications ecosystem. Telecoms firms, governments and
regulators need to work together, with better coordination
between countries, and an open, proactive approach to sharing
NBE&2dzNOSa YR AYF2NXNIGA2Y 2V

Katia Gonzalez
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The size and shape of the problem

Peter Cornforth
Commercial Director, Answer Pay
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fraud vector for fraudsters to overwrite and create fake websites
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Mass adoption could make pay by link an opportunity
for fraudsters

Stephen Khan

Chair, Club CISO; RISCS board member; previously Headps
of Technology and Cyber Security Risk, Group Resiliencefgs! \‘ |
. 4

Risk, HSBC
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Phishing Is always successful

Peter Wood
Partner and Lead Consultant at Naturally Cyber

LLP

G2 KSy @&2dz AYOAGSR YS (2 I
Googling and looked at the whole Pay by Link surface.
There was nothing | could find that reflected any form of |
threat and risk analysis, any form of concern about the
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Peter Wood
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Are technical controls surrounding pay by link good enough to
make It safe?

Peter Wood
Partner and Lead Consultant at Naturally Cyber
LLP
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opens the wound for the target organisation, and of all the

social engineering techniques, email and email phishing have
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security community or the cyber security community on its own
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Peter Wood
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Industry has already done

Alex Martin

ComptiaSecurity+ Certified Infosec Advisor,

Cognisy$sroup
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without breaking the security of the confidentiality of the

information in that link, encompassing something from the end

users perspective that allows them to validate that the sender or
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corporate world that breaks the link sent from an external

perspective and then forwards it on to you, so that when you click it
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